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Cybersecurity Challenges
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A complex, moving target
Cyber threats are an increasing risk for MassDOT as professional hackers execute ever more
sophisticated attacks against government agencies and private sector companies.

Commonwealth and MassDOT priority

The Commonwealth and MassDOT have identified cybersecurity as top priority. Cybersecurity
is critical to MassDOT’s ongoing ability to successfully perform its mission.

Cybersecurity begins with us

Cybersecurity is not simply an IT issue, it is an enterprise-wide responsibility. To successfully
prevent, identify, and address cybersecurity threats, everyone’s involvement is imperative.
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Policy Work

m How do we snsure smaloyess have the

@ , Aewemplovens aware of ther responaibilities to
‘a- peatect contaeetial infeemation?

[#] Are mechanisms in place to track activites
(Wl performed on our systerns?

How can we ensure informetion is protected when
D wbing ramavable media?

ensure cur facilties are pr
from physical threats such s fires and thefts?

Horw can we evalve with an ever-changing
information system security landscape?

2 Mo do we mitigate risks associsted

BB nsormation systema?

How can we ensure information security
E and prosctively mitigate associsted risks
‘during systems acquisition/ceemissioning?

o can we safely transmitand process sensitie
information during day-to-day business.
aperations?

‘What controls should be in place to

L
gj; protect MassDOT and MBTA information systems
from malicious code?

¥ should we assign our lmited
$=3/ budget 1o ensure the highest
passible el of protection?

16

Information security policies created...

189

Internal controls developed...

100%

Policies and internal controls have been
signed off as draft by MassDOT senior
leadership for implementation

The first policy to be implemented is Security Awareness & Training.
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Security Awareness & Training

The Security Awareness & Training program is being delivered in three phases. Phase 1, the
current project, defines the program and establishes the approach for subsequent work.

Current Project Summer — Fall 2017
March — May

Leadership training and PHASE 1

awareness campaign .
Define

Comprehensive training plan Program

Multi-channel communications
strategy

Training content requirements
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Execution of Policies

Based on a survey distributed to MassDOT information system users, respondents see
cybersecurity as important, and are receptive to training and additional knowledge.

87.8%

See cybersecurity as
iImportant and necessary

§3.1%

Uncertain

$0.5%

Cybersecurity is
unimportant and
unnecessary

Cybersecurity is
inconvenient but
necessary

*Surface area of graphics are scaled to match percentage proportions
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Of the comments provided, 41% related to the
need to change current practices; passwords
were the most frequently cited pain point.

41%
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Next Steps

There are several components that are essential to the success of the Security Awareness & Training

program.
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Leadership support

Will be essential for communicating the value of the program
and gaining buy-in

Receptive adoption

Change management is crucial to successfully implementing the
training and adopting cybersecurity best practices

Enterprise-wide involvement

Cybersecurity needs to be the responsibility of every division,
not only IT

Ongoing input
With your continued input, the implementation will have best
chance at succeeding short-term and being sustainable long-
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