Cannabis Control Commission
Job Description

Department: Technology Reports To: Executive Director
Job Title: Chief Technology Officer FLSA Status: Exempt
L. PURPOSE OF THE JOB

The Cannabis Control Commission (Commission) is seeking to hire a Chief Technology Officer (CTO).
Under the direction of the Executive Director, this position is responsible for developing and
implementing the Commission’s strategic information technology plan. This plan includes technology
strategies to support the day-to-day operations of the Commission, the development, maintenance,
and evolution of complex licensing and seed-to-sale tracking systems, as well as monitoring the
regulatory compliance of the Commission’s licensees. The CTO is also responsible for maintaining
connectivity & integrity of infrastructure across multiple locations; managing a team of support
professionals; and is the point-of-contact with licensees, vendors, and other technology partners to
ensure the effective fulfillment of business objectives.

The ideal candidate will provide technology leadership for the Commission, ensuring that the agency
stays current and on the forefront of emerging technologies and strategies. The CTO must create an
environment within the Commission that focuses on end-user customer service.

IL ESSENTIAL FUNCTIONS AND RESPONSIBILITIES

e Plans, organizes, directs, controls and evaluates the operations of the Commission’s

information resources;

e Develops and implements systems, policies, procedures and documentation for IT resources

e Incoordination with the Executive Director and Chief Financial and Administrative Officer,

reviews operating and capital costs, proposed expenditures for hardware and software, and
makes recommendations for cost savings;

e Ensures compliance with all software licensing agreements;

e Develops procedures and controls to insure that the Commission’s data is backed-up on a
regular basis and stored at a secure location in accord with best practice IT standards and tests
the back-up plan on a regular basis;

Develop, implement, and monitor IT business continuity and disaster recovery plans;

Recommends technological innovation to streamline functions and improve productivity;

Ensures that workstations, operating systems and software applications are operational;

Oversees IT strategic projects, including the procurement, development, and configuration of

licensing and seed-to-sale tracking systems;

Oversees hardware and software maintenance agreement expenditures;

e Plans, directs, and monitors information service and telecommunications contracts and
acquisitions;

e Develops investment strategies related to cost benefit analyses of software renovation versus
new acquisitions, analyzes computer equipment to be purchased, and trains Commission staff
as necessary;



II1.

IV.

Provides sound advice and recommendations to the Executive Director to meet the
Commission’s current and future technology needs while prioritizing and planning for
competing needs within an annually fixed revenue structure;

Provides accurate and timely communication ensuring proper notice to, consultation with, and
direction from the Executive Director;

Coordinates and monitors Commission information processing systems and
telecommunications systems to ensure compatibility and uniformity throughout the
Commission and follows guidelines established by the Commonwealth;

Serves as the Commission’s Chief Information Security Officer for IT by developing and
maintaining IT security policies, standards, and guidelines to ensure that the Commission’s IT
infrastructure is protected from external and internal security threats;

Provides leadership and management of network, application and project management staff.

SUPERVISORY RESPONSIBILITIES
Direct daily supervision of personnel may be required.

KNOWLEDGE AND SKILLS

Able to demonstrate a flexible leadership style by being fair-minded, forward-thinking,
competent, and inspiring while meeting the needs of a broad range of individuals and
situations;

Able to communicate in a clear and consistent manner across all Commission lines and
individuals outside the Commission while maintaining customer satisfaction;

Able to contribute actively to a work environment that embraces diversity and brings together
the strengths and perspectives of diverse groups to meet organizational goals;

Able to build constructive working relationships characterized by a high level of acceptance,
integrity, cooperation, and mutual regard;

Able to earn the trust, respect, and confidence of co-workers and customers through honesty,
forthrightness, and professionalism;

Able to accept personal responsibility for the quality and timeliness of work, and for meeting
expectations;

Able to seek opportunities to resolve problems, achieve goals, or otherwise advance the
Commission’s mission.

EDUCATION AND EXPERIENCE

Bachelor’s degree in Computer Science, Engineering, Mathematics or related degree. An
advanced degree is preferred;

At least eight years’ total experience in the field of Information Technology with at least three
in a supervisory capacity;

At least four years’ experience developing and managing extensive IT systems for a medium
sized or large company or public Commission.
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